® n15l% iptables d1%5U share internet connection wazlddu firewall

wanzdmiugiiidesaeuiiamesiunuinnlunugua waz/vielimaidousedudumesiin fin3ea
W@Seslaliusnsiuansisamu 1wy web service, ftp service, mail service WUudu LazdoInIsLii
auaenfelvifuszuy esnn firewall vinthilmauaunsidneanvesdeyalu port Aldsueygainiy
ﬁaﬁ?uﬁﬁﬁ]uﬁau rule ¥4 firewall 1ﬁﬁaqﬁmm%’ﬁmﬁu TCP/IP Weaums wazvagnsaienii firewall
iaftéuaﬂﬂimﬂmﬂumiuﬂiﬂivuumaumm 100% W51y mﬂﬁmmwLﬂmuiuﬂ%uuuumﬂvhmmu port 7
Juitsan W 21, 22, 25, 53, 80 B4 firewall siazeyaElvideyaiieentumM port mmmaua ot
asldiasesdiodu 9ae nsld iptables 9zdeadhe chain Wissuulnewdeu Parameter dovine@ad
Parameter wanfisduss

-A m1eds N9 Chain Tiszuy

F e dau Chain Wafineadel3iimun

N s #e3o Chain lugl

-P #unefe NsAnua Policy

X munede aude Chain

1 sneds it rute T Tu chain

-s #1884 (Source) IP Address AuUN1g

-d 1183 (Destination) IP Address Uaneng

-p 8R4 Protocal 1 tcp, udp, icmp

_ _dport wneds (Destination Port) MngLaawiode Port Yanevns

- -sport e (Source Port) wiungLaviode Port fumng

§ wanefia nssmuslidousefussuinediunis (Source) Autanemis (Destination) fiesldfe ACCEPT,
REJECT, DENY, MASQUERADE ey REDIRECT

~0 Meds packet 7192 match fu rule i daziury interface ﬁiz‘qﬁ 19U -0 eth0

[ vaneiia packet 9y match /U rule Sfoadunain interface fifmun W i etho

-m e 89 18w option 7ildnses packet ﬁgﬂﬁwﬁ’f]m — 90nlU ¥4 eth0 %30 pppod

Input Ao @ufildsuAsiag anaeuenidi Server

Output fie dwdidsrsneg sanain Server lUdneuen

Forward fie dhufifesnslvigninefnsiosenluaneuen Server

The State Match

sUnuUMSlHNIL: -m state vo — -match state \ulupailiuslosdlffuogne T options Tildamudsdl
NEW g‘lJLLU‘tJmﬂ‘ﬁdﬂu . -m state —state new %39 —match state —state new

e packet TLEua51e connection Tnsl

ESTABLISHED gULLUUﬂ’ﬁFL%ﬂ’m: -m state —state established %39 -match state —state established
vnee packet Mieadasiuiu connection fiad19l5uds wWu echo-reply packet 130 packet ‘ﬁlﬁﬁaiﬁa
ganluan web server Wi request web service 1131
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RELATED §Usuunsldanu: -m state -state related %50 -match state -state related

hu packet Tiiieataaiu connection Tiadnaliudn usililddrumileanlaves connection Hu wu FTP
data packet (port 20) FAntuainmsldrdsly FTP command (port 21)

INVALID gﬂLLU‘Uﬂ’]'ﬂ%ﬂ’lu: -m state —state invalid %39 -match state —state invalid

h packet filaiiertesiudruduas wWu icmp echo-reply it nefilifinsasldluszuuds echo-
request senluiae (nsdiwuiiintulfiidesanenaaslaulanfiuuy Smurf attack)

75115 set iptables &1%5U share internet wazn15¢1 firewall
Ttau rule ﬁmmﬁ:ﬁnﬂ chain 1u file /etc/sysconfig/iptables
iptables -flush

iptables -t nat -F (au chain nat table HFaM3UNISUUAUOAATE)

iptables -t mangle -F (au chain mangle table Aggmsunsiseuudamsoudly packet)
iptables -t filter -F (ay chain filter table HFFmsUnsed packet)

iptables -X (ay chain 3 rule Fsauns0ay user-define chain 1l rule )

Wan module 7is1dudadldlunis share internet connection tngldiFds insmod Tunns load module
insmod ip_tables

insmod ip_conntrack

insmod ip_conntrack_ftp

insmod iptable_nat

insmod ip_nat_ftp

Unn15991ua09 Masquerading kagn1s forward packet (115%1 MASQUERADE 1dunsvilei Server
13130 Share Intemet Ti3esgnaneaidildan internet 16

iptables -t nat -A POSTROUTING -o ppp0 -j MASQUERADE (%7 MASQUERADE &1%3un packet i
39714 ppp0)

iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE (%7 MASQUERADE &1%5uU%n packet 739
&i714 eth0)

iptables -A FORWARD -i eth0 -j ACCEPT (packet gnaast1u1€69 FORWARD chain Ine/39i74 etho)
echo 1 > /proc/sys/net/ipvd/ip_forward (Lﬁan"mumiv’i’ IP forwarding 1T Enable il Linux box
a711758 forward ip packet lg)

goul# connections kU rule udlaifesgnasraaeuan firewall Bn

iptables -A FORWARD -i ppp0 -0 ethO -m state —state ESTABLISHED,RELATED -j ACCEPT (iu
il iptables nsanaeu packet 11diTusunilaves connection fiadialFudansol
(ESTABLISHED) 67lviastavelvininily (ACCEPT) lnein saadayaid1xi1uni ppp0 (Modem) uazlsias
Yayaeann ethO (Lan Card) lnedinauaunus (related) iusening ppp0 AU eth0)

iptables -A FORWARD -i eth0O -o ppp0 -m state —-state ESTABLISHED,RELATED -j ACCEPT
(Tueaiili iptables dnsavaeu packet T1dTugunilavas connection asialiudgamseolu
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(ESTABLISHED) §7lfasuaaelsizinuly (ACCEPT) lnenisastoyaid1siiumi etho (LanCard) uaslvia
Yayaeann ppp0 (Modem) lnedinauaunius (related) Ausening ppp0 AU eth0)
gorlviinmadenlosiunnussiananglueietne (intemal network)

iptables -A INPUT -s 192.169.0.0/16 -d 192.169.0.0/16 -j ACCEPT (1{lun15sudayaidlned source
IP (§um79) 71 192.169.0.0/16 uag destination IP (Ua1em79) 71 192.169.0.0/16)

iptables -A OUTPUT -s 192.169.0.0/16 -d 192.169.0.0/16 -j ACCEPT

(flunsastayasenlaed source IP (Fuma) 71 192.169.0.0/16 ua destination IP (Ua1em3) 71
192.169.0.0/16 ) ##(vsneiavlP/netmask)

peullyiilnng forward packet 91nLA38sgn118 (clients) lUsaauen network i)
iptables -A FORWARD -m state -state NEW -i ethO -j ACCEPT (packet A Tusaste connection
Inai Inglvidadoyaismae eth0 (Lan Card))

iptables -A FORWARD -m state —state ESTABLISHED,RELATED -} ACCEPT (:fugaaiili iptables
a1usorrndlalugiuuuves stateful inspection e Ing rule agmsavaoy packet iiliiugaunils
984 connection fiai1aliudamsoly (ESTABLISHED) dalufiasaaeliziiuly (ACCEPT) uaslunsdliiasod
melupseriesenld fio ludunsosduludumesidmiy adiiadussld destination port Tu 21 sl
data port ﬁ???ﬁ?/iﬁ/ﬁ/ﬁfﬂﬁ@%/ﬂ?ﬂ fto S, port 20 %4 port AAnTuisendinusiuig (related) fu
port 21 fuludsaunsosudalnazin port 20 lalaglsiTniugoain rule iuduusoedln)

iptables - FORWARD -i ppp0 -d 0.0.0.0 -j ACCEPT (l,ﬁ;i/ chain l%a packet 1987999 ppPp0 Uag
destination IP Ua78%197 0.0.0.0)

iptables -| FORWARD -s 192.169.0.0/16 -d 0.0.0.0 -j ACCEPT (sl chain 1939 packet 4731979
Source IP 77 192.169.0.0/16 Wae destination Umsmwﬁ 0.0.0.0)

Twonsu Stateful Traffic fio nsas packet Husu Network A OSI Model 7 Layer fiosfinwnidas OS|
Model 7 Layer

iptables -A INPUT -m state —state ESTABLISHED,RELATED -j ACCEPT

auuAdfeINsinIswde SSH i lglaanisTudunsteiuanssenineaan 09:00 §9 18:00

iptables -A INPUT -p tcp -s 0/0 --sport 513:65535 -d 202.54.1.20 --dport 22 -m state --state
NEW,ESTABLISHED -m time --timestart 09:00 --timestop 18:00 --days Mon,Tue,Wed,Thu,Fri -j
ACCEPT

UM traffic 31N loopback interface

iptables -A INPUT -i lo -j ACCEPT (Lﬁumié“”uﬁa%/m% Server ¥ Loopback %84 Lancard)

iptables -A OUTPUT -o lo -j ACCEPT (Aﬁumsﬁwz?’a%/aaaﬁmn Server NN Loopback ¥8¥ Lancard)
113 ¥ redirect ﬁ?mﬂwﬁﬂugﬂuwﬁuaqmiﬁw Destination NAT wuufivew i 1WABY web traffic 555107
Wil squid proxy (transparent) redirect wosn 80 TUSmasn 8080 wielsinsTd www sty squid
proxy

iptables -t nat -A PREROUTING -i eth0 -p tcp —-dport 80 -j REDIRECT -to-port 8080

w# Suiludoalings set 7 squid iuFud e

\m default policy we1 INPUT traffic iy drop snviuaziinsiivun rule (Jueeadu

iptables -P INPUT DROP (packet gnaidruasazlsl match A rule In9 shufiasgn DROP %)
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Lloyay el INPUT connection a1nanguan (8nv3u 192.169.0.0/16)

iptables -A INPUT -s ! 192.169.0.0/16 -p all -j DROP (packet ﬁ{)ﬁﬁﬂ%m@ﬁi server aygymlvials
wamzin3oud 1P oglutae 192.169.0.0/16 wind 1P Sulsioyny )

\%m policy 283 OUTPUT traffic {u ACCEPT snviuagiinisrmua rule iueeaduy

iptables -P OUTPUT ACCEPT (packet gnaveeniuly match A rule a9 siufvsgn DROP i)
71 connection lUgsneuanainnesn 31337, 31335, 27444, 27665, 20034, 9704, 1433, 2049, 2432,
5999, 6068, 6900 Fsdnlnanesnvariazduneasait backdoor 19

iptables -A OUTPUT -o eth0 -p tcp —-dport 31337 -j DROP

iptables -A OUTPUT -o eth0 -p tcp -sport 31335 -j DROP

iptables -A OUTPUT -o eth0 -p tcp -sport 27444 -j DROP

iptables -A OUTPUT -o eth0 -p tcp -sport 27665 -j DROP

iptables -A OUTPUT -o eth0 -p tcp -sport 20034 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 9704 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 1433 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 2049 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 2432 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 5999 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 6068 -j DROP

iptables -A OUTPUT -o eth0 -p tcp —sport 6900 -j DROP

save rule fiadretuanlyl wax restart iptables

service iptables save

service iptables restart

na9a1nle rules Tusiveg iptables waumaadald www liilaorae193g@es restart squid Tl

Toeldrds

service squid stop

service squid start

viioo19vzseddymedodvide

o uAlWa /etc/sysctl.conf

# Controls IP packet forwarding

net.ipva.ip_forward = 1 (Falilu enable IP forwarding 1unsiwunli policy Wu ACCEPT vinlw
packet @131130gn forward Ugagamneiidesnislé) dmsunsldau iptables Tunisldom Intemet
anunsofiazdvuaveuluslunmsvhanuianils Gaazaglumsdestunisyngnangilimiadls auaanm
welavos Admin figuaszuunazmsldan Intermet neluosdng
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a%19 Shell d1m3u firewalliptables ¥insuynafasiaainias

winendsly Jetc/relocal i bl firewall.iptables éfaﬂagﬂu /etc
#1/bin/sh

#

# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local
sh /etc/firewall.iptables

wAlvlng /etc/resolv.conf
search nakorn.ac.th
nameserver 8.8.8.8

nameserver 8.8.4.4

Clear Cache Squid M35l dulg Jetc/clearsquid.sh wazsansvienly crontab

# /etc/init.d/squid stop %39 service squid stop
# cd /var/spool/squid/

# rm -Rf *

# squid -z

# /etc/init.d/squid start %39 service squid start

® finAY Squid M1 Proxy Server WuUU Transparent

To configure squid proxy as transparent proxy you need to edit squid.conf file in
/etc/squid/squid.conf as follow:

acl all src all

acl manager proto cache object

acl localhost src 127.0.0.1/32

acl localnet src 192.169.0.0/16 #4359 acl localnet src 192.169.0.0/255.255.0.0
acl SSL_ports port 443 563

acl Safe_ports port 80 # http

acl Safe_ports port 21 # ftp

acl Safe _ports port 443 # https

acl Safe_ports port 70 # gopher

acl Safe_ports port 210 # wais

acl Safe_ports port 1025-65535  # unregistered ports

} ) ) } N\ N\
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acl Safe_ports port 280 # http-mgmt
acl Safe_ports port 488 # gss-http

acl Safe_ports port 591 # filemaker

acl Safe_ports port 777 # multiling http
acl CONNECT method CONNECT

http_access allow manager localhost
http_access deny manager
http_access deny ISafe ports
http_access deny CONNECT ISSL_ports

http_access allow localnet
http_access allow localhost
http_access deny all

http_reply access allow localnet
http_reply access deny all

icp_access allow localnet

icp_access deny all
http_port 8080 transparent
hierarchy _stoplist cgi-bin ?

cache_mem 256 MB

cache_dir ufs /var/spool/squid 4096 16 256 # %38 cache dir ufs /usr/local/squid/cache 100 16

256
cache_mgr admin@email.com
cache_effective user squid

cache_effective_group squid
access_log /var/log/squid/access.log squid

refresh_pattern Mtp: 1440 20% 10080
refresh_pattern Agopher: 1440 0% 1440
refresh_pattern (cgi-bin|\?) 0 0% O
refresh_pattern . 0 20% 4320

visible hostname nakorn.ac.th

icp_port 3130

always direct allow all

# your full hostname

3 ) J
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forwarded for off

coredump_dir /var/spool/squid

The most important line is “http_port 8080 transparent” : This line means, Squid proxy run as

transparent proxy at port 8080 (by default 3128). Later you need to edit the iptables to bypass

every request/response connection through this port.
nsdififuuadu cache dir ufs /ust/local/squid/cache 100 16 256 §iasa3ns directory
/usr/local/squid/cache waztUdsuaululdvesiig chown squid:squid /usr/local/squid/cache

Create swap directory squid
[root@Centos6 ~J# squid -zD

Block File & WEB for squid
acl blockx url_regex ‘/etc/block.txt’

acl blocklist_files urlpath regex —i ‘/etc/files.txt’

acl morning time M T W H F 8:30-12:00
acl lunch time M TW H F 13:00-16:00

http_access deny blockx morning
http_access deny blockx lunch
http_access deny blocklist_files morning

http_access deny blocklist files lunch

deny info http://192.169.0.1/block.html morning

deny info http://192.169.0.1/block.html lunch

® |ptables Configurations

# url of web to block 91U http://sex.com
# file or extension to block (%1 .torrent$
# set time to block in morning

# set time to block in lunch

# if when block goto url
#if when block goto url

To make Squid as the transparent proxy (“man in the middle”), you need to configure the

iptables. | got this script to help you:
#1/bin/sh
#

# See URL: http://www.cyberciti.biz/tips/linux-setup-transparent-proxy-squid-howto.html

# (c) 2006, nixCraft under GNU/GPL v2.0+<br />

#

# squid server IP
SQUID SERVER="192.169.0.1"

3 ) J
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# Interface connected to Internet
INTERNET="eth0Q"

# Interface connected to LAN
LAN_IN="eth1"

# Squid port
SQUID_PORT="3128"

# DO NOT MODIFY BELOW
# Clean old firewall
iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F
iptables -t mangle —X

# Load IPTABLES modules for NAT and IP conntrack support
modprobe ip_conntrack

modprobe ip_conntrack ftp

# For win xp ftp client

#modprobe ip_nat ftp

echo 1 > /proc/sys/net/ipvd/ip_forward

# Setting default filter policy
iptables -P INPUT DROP

iptables -P OUTPUT ACCEPT

# Unlimited access to loop back
iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

# Allow UDP, DNS and Passive FTP

iptables -A INPUT -i SINTERNET -m state --state ESTABLISHED,RELATED -j ACCEPT

# set this system as a router for Rest of LAN

iptables --table nat --append POSTROUTING --out-interface SINTERNET -j MASQUERADE
iptables --append FORWARD --in-interface SLAN_IN -j ACCEPT
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# unlimited access to LAN
iptables -A INPUT -i SLAN_IN -j ACCEPT
iptables -A OUTPUT -o SLAN_IN -j ACCEPT

# DNAT port 80 request comming from LAN systems to squid 3128 (SSQUID PORT) aka transparent proxy
iptables -t nat -A PREROUTING -i SLAN_IN -p tcp --dport 80 -j DNAT —to $SQUID SERVER:$SQUID _PORT

# if it is same system
iptables -t nat -A PREROUTING -i SINTERNET -p tcp --dport 80 -j REDIRECT —to-port $SQUID PORT

# DROP everything and Log it
iptables -A INPUT -j LOG
iptables -A INPUT -j DROP

o psrvgdauIlasuuluuld IP Address Wa2nuUUNg

http://www.yougetsignal.com/tools/web-sites-on-web-server/

® DHCP Server

1. Configuration of eth1 interface
[root@Centos6 ~]# nano /etc/sysconfig/network-scripts/ifcfg-eth1
DEVICE=eth1
BOOTPROTO=static
ONBOOQOT=yes
NETWORK=192.169.0.0
NETMASK=255.255.0.0
IPADDR=192.169.0.1
USERCTL=no

2. Install DHCP deamon by yum
[root@Centos6 ~J# yum -y install dhcp
3. Configure DHCP subnet for our network
[root@Centos6 ~]# cat /etc/dhcp/dhcpd.conf
#
# DHCP Server Configuration file.
# see /usr/share/doc/dhcp*/dhcpd.conf.sample
# see ‘man 5 dhcpd.conf’
#
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ddns-update-style none;
option domain-name-servers 8.8.8.8, 8.8.4.4;
option domain-name "centos.local";
default-lease-time 600;
max-lease-time 7200;
# option subnet-mask 255.255.0.0;
# option broadcast-address 192.169.255.255;
# option routers 192.169.0.1;
authoritative;
log-facility local7;
subnet 192.169.0.0 netmask 255.255.0.0 {
option routers 192.169.0.1;
range 192.169.0.10 192.169.255.250;
# option broadcast-address 192.168.255.255;
}
4. Configure listening Interface to DHCP
[root@Centos6 ~]# nano /etc/sysconfig/dhcpd
# Add command line options here
DHCPDARGS=eth1
5. a¥slndiiudeyald dhep server iumiTld leases IP 1A3psgnane
[root@Centos6 ~]# touch /var/lib/dhcpd/dhcpd.leases
[root@Centos6 ~J# chmod 777 /var/lib/dhcpd/dhcpd.leases
6. Start DHCP Server on CentOS
[root@Centos6 ~J# /etc/init.d/dhcpd restart
Starting dhcpd: [ OK ]
7. Make the dhcp server start at boot time
[root@Centos6 ~]# chkconfig dhcpd on
8. Client gets IP Address from DHCP Server
[root@Centos6 ~J# ip addr
9. fan iptables d1$u DHCP agnaielallddaiuerls iipadadulting Proxy wihii
iptables —F
iptables —P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables —P OUTPUT ACCEPT
iptables -t nat —A POSTROUTING -s 192.169.0.0/16 —o ethO —j MASQUERADE
iptables —~A FORWARD -s 192.169.0.0/16 —j ACCEPT
iptables —t nat —A PREROUTING —i eth1 —p tcp —dport 80 —j DNAT —to 192.169.0.1:3128
iptables —t nat —A PREROUTING -i ethO —p tcp --dport 80 —j REDIRECT --to-port 3128
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iptables —A INPUT —m state --state NEW —m tcp —p tcp —-dport 80 —j ACCEPT
iptables —A INPUT —m state --state NEW —-m tcp —p tcp --dport 3128 —j ACCEPT
iptables —~A FORWARD —-j DROP

VERSATER

iptables —F

iptables -t nat -F

iptables —t nat —A POSTROUTING -s 192.169.0.0/16 —o ethO —-j MASQUERADE
iptables —t nat —A PREROUTING -i eth1 —p tcp --dport 80 —j REDIRECT --to-port 8080
iptables —A INPUT —p tcp --dport 3128 —j ACCEPT

10. a¥1954d iptables Tilngunnasuilaitaaios
vnaslulng rc.local
sh /etc/firewall.iptables

® \WEB Server on Centos
1. Uan19%1191uv09 SELINUX (denau
[root@Centos6 ~J# nano /etc/selinux/config
\Wasuan SELINUX=enforcing Uy SELINUX=disabled
& SELINUX Tnedilaidas Restart Tual
[root@Centos6 ~J# setenforce 0
2. finka WEB Server
[root@Centos6 ~1# yum -y install httpd httpd-manual mod_ssl
[root@Centos6 ~J# yum —y install mysgl mysqgl-server mysqgl-devel
[root@Centos6 ~J# yum -y install php php-mysgl php-cli php-mbstring
130
# yum -y install php php-common php-cli php-devel php-mysgl php-¢d php-imap
php-mbstring php-mhash php-pear php-xml php-xmlrpc
3. whlvldsassunielne
[root@Centos6 ~]# nano /etc/httpd/conf/httpd.conf
DefaultLanguage th
AddLanguage th .th
LanguagePriority th en da nl ...
AddCharset TIS-620 .tis-620 .th
4. wily /etc/httpd/conf/httpd.conf TRduluaudiugnaiianiu
ServerTokens Prod
KeepAlive On
ServerName www.nakorn.ac.th:80

Options FollowSymLinks ExecCGl
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AllowOverride All
Directorylndex index.html index.htm index.php index.cgi
ServerSignature off
5. uwilvliluansseda File Tu Directory
Options Indexes FollowSymLinks 101 Indexes ponilu Options FollowSymLinks
6. T User fiuvasnuiasld
Fumenin #UserDir disable Waswdu UserDir public_html wazl#iidemnunilowdneansil
<Directory /home/*/public_html(>
AllowOverride
Al
Options ExecCGl
<Limit GET POST OPTIONS>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS>
Order deny,allow
Deny from all
</LimitExcept>
</Directory>
Directory ¥84 User Foailuumdu 711 dreda chmod 711 /home/userid @379 Directory %o
public_html Tu home w3 User wagiudeuluuaidy 755
7. @579 Virtual host
[root@Centos6 ~J# nano /etc/httpd/conf/httpd.conf laifllmavnglad
NameVirtualHost *:80
<VirtualHost *:80>
DocumentRoot /var/www/html
ServerName www.nakorn.ac.th # Host name a4 Server
ServerAdmin webmaster@nakorn.ac.th # E-Mail v84 root
ErrorLog logs/virtual.host-error_log
CustomLog logs/virtual.host-access log combined
</VirtualHost>
8. uily php.ini
[root@Centos6 ~]# nano /etc/php.ini

upload_max filesize = 2M W 20M
max_execution_time = 30 vJu 300
memory _limit = 32M W 128M
post_max_size = 8M O 20M

} ) J } N\ N\
YUMININYWYINTNA fvumz-n)m MUTYUUATUIYNINYIAN



session.auto_start = 0 W1

register globals off Ju on
9. fuunli httpd ¥ieuneudaipiaamnass

[root@Centos6 ~]# chkconfig httpd on

10. firewall.iptables d1%5U Web Server
iptables —F
iptables —P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables —P OUTPUT ACCEPT
iptables —A INPUT —i ethO —p tcp -m tcp --dport 80 --syn —j ACCEPT
iptables —A INPUT —i ethO —p tcp -m tcp --dport 10000 --syn —j ACCEPT
iptables —A INPUT —i ethO —p tcp -m tcp --dport 3306 --syn —j ACCEPT
iptables —~A FORWARD —-j DROP

e DNS Server [port 53]
1. Install BIND

[root@Centos6 ~]# yum -y install bind caching-nameserver

2. Configure BIND from example Global IP [202.143.143.18/255.255.255.240] Private IP

[192.169.0.0/16] Domain name [nakorn.ac.th]

[root@Centos6 ~J# nano /etc/named.conf %38 nano /var/named/chroot/var/named/named.conf

#Create new

options {
directory “/var/named”;
allow-query { localhost; 192.169.0.0/16; };
allow-transfer { localhost; 192.169.0.0/16; };

recursion yes;

|3
controls {

inet 127.0.0.1 allow { localhost; } keys { rndckey; };
}

view “internal” {
match-clients {
localhost;
192.169.0.0/16;
I
zone “.” IN {

type hint;

3 ) J
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file “named.ca”;
%
zone “nakorn.ac.th” IN {
type master;
file “nakorn.ac.th.lan”;
allow-update { none; };
I
zone “0.169.192.in-addr.arpa” IN {
type master;
file “0.169.192.db”;
allow-update { none; };
I
zone “localdomain” IN {
type master;
file “localdomain.zone”;
allow-update { none; };
I
zone “localhost” IN {
type master;
file “localhost.zone”;
allow-update { none; };
I
zone “0.0.127.in-addr.arpa” IN {
type master;
file “named.local”;
allow-update { none; };
I
zone “255.in-addr.arpa” IN {
type master;
file “named.broadcast”;
allow-update { none; };
I
zone “0.in-addr.arpa” IN {
type master;
file “named.zero”;

allow-update { none; };

J3
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view “external” {
match-clients { any; };
allow-query { any; };
recursion no;
zone “nakorn.ac.th” IN {
type master;
file “nakorn.ac.th.hosts”;
allow-update { none; };
I
zone “18.143.143.202.in-addr.arpa” IN {
type master;
file “18.143.143.202.db”;

allow-update { none; };

}
Include “/etc/rndc.key”;

3. Create zone file
Internal zone for name to ip

[root@Centos6 ~]# nano /var/named/nakorn.ac.th.lan

STTL 86400
@ IN SOA  nsl.nakorn.ac.th. root.nakorn.ac.th. (
2013070201 ; Serial
28800 ; Refresh
14400 ; Retry
604800 ; Expire
86400 ; Minimum TTL
)
@ IN NS nsl.nakorn.ac.th. # define name server
IN MX 10 nsl.nakorn.ac.th. # define MAIL exchanger
IN A 192.169.0.1 # define internal IP address of name server
nsl IN A 192.169.0.1 # define IP address and hostname

External zone for name to ip

[root@Centos6 ~]# nano /var/named/nakorn.ac.th.hosts

STTL 86400

@ IN SOA  nsl.nakorn.ac.th. root.nakorn.ac.th. (
2013070201 ; Serial
28800 : Refresh

) J } N\ N\
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14400 ; Retry

604800 ; Expire
86400 ; Minimum TTL
)
IN NS nsl.nakorn.ac.th. # define name server
IN A 202.143.143.18 # define external IP address of name server
IN MX 10 nsl.nakorn.ac.th. # define MAIL exchanger
nsl IN A 202.143.143.18 # define IP address and hostname

Internal zone for ip to name
[root@Centos6 ~]# nano /var/named/0.169.192.db

STTL 86400
@ IN SOA  nsl.nakorn.ac.th. root.nakorn.ac.th. (
2013070201 ; Serial
28800 : Refresh
14400 ; Retry
604800 ; Expire
86400 ; Minimum TTL
)
IN NS nsl.nakorn.ac.th # define name server
IN PTR  nakorn.ac.th. # define range that this domain name is in
IN A 255.255.0.0
1 IN PTR  nsl.nakorn.ac.th. # define IP address and hostname

External zone for ip to name
[root@Centos6 ~]# nano /var/named/18.143.143.202.db

STTL 86400
@ IN SOA  nsl.nakorn.ac.th. root.nakorn.ac.th. (
2013070201 ; Serial
28800 : Refresh
14400 ; Retry
604800 ; Expire
86400 ; Minimum TTL
)
IN NS nsl.nakorn.ac.th # define name server
IN PTR  nakorn.ac.th. # define range that this domain name is in
IN A 255.255.255.240
18 IN PTR  nsl.nakorn.ac.th. # define IP address and hostname
TIUTIN 67&/%78@77)7’3’7@ Q%Vlﬂ/nm 37\7%8%%?77%7877\’22’)87973\/
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4. §aua1U hostname
[root@Centos6 ~]# uname -n
5. Make sure server can resolve domain names or IP address

[root@Centos6 ~]# dig ns1.nakorn.ac.th.

® Setup RADIUS Server wag Chilli Hotspot Server

1. Install radius
[root@Centos6 ~J# yum —y install freeradius freeradius-mysql
2. uiily /etc/raddb/radius.conf

user = radiusd Wu  # user = radiusd

group = radiusd Ju  # groupd = radiusd

# SINCLUDE ${confdir}/sql.conf Wu  SINCLUDE ${confdir}/sql.conf

# sql W sql dz2d

Wiudernaly tag authorize { ..}
noresetcounter
dailycounter
monthlycounter
Windorunenussvia sqlcounter dailycounter { ... }
sglcounter noresetcounter {
counter-name = Max-All-Session-Time
check-name = Max-All-Session
key = User-Name
reset = never
query = “SELECT SUM(AcctSessionTime) FROM radacct WHERE UserName='%{%k}"”
}
3. unla /etc/raddb/sql.conf
login = “root”
password = “123456” # password mysql
radius_db = “radius”
4. uily /etc/raddb/clients.conf
secret = testing123 WHu secret = mytestkey
5. uily /etc/sysctl.conf
net.ipvd.ip_forward = 0 W net.ipvd.ip_forward = 1
Flivhanuriufidhesds # echo “17 > /proc/sys/net/ipvd/ip_forward
6. unly LAN Card (eth1) /etc/sysconfig/network-scripts/ifcfg-eth1
DEVICE=eth1
ONBOOT=yes
BOOTPROTO=none
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7. wily /etc/chilli.conf

net 192.168.182.0/24 Wi net 10.0.1.0/24 # IP 2iifa9nIsuan
radiusserverl rad01.chillispot.org Wu  radiusserverl 127.0.0.1
radiusserver2 rad02.chillispot.org Wu  radiusserver2 127.0.0.1
# radiussecret testing123 Wu  radiussecret mytestkey
#uamserver https://radius.chillisport.org /hotsportlogin

Wu  uamserver https://10.0.1.1/wifi/hotspotlogin.php
#uamhomepasge http://192.168.182.1/welcome.html

Wu uamhomepage http://10.0.1.1/wifi/index.php
#uamsecret ht2eb8ej6sdet3rglulp Wy uamsecret ht2eb8ej6sdet3rglulp
#uamlisten 192.168.182.1 Wu  uamlisten 10.0.1.1

® N15/A2a1928 Crontab

1. uilvlwWa /etc/crontab
JUMUUYBIANET crontab dviasvun 6 fields Al

minute * (0-59 Muuananduui

hour * (0-59 fuuaranduiilug

day * 1-31 e duty

month * 1-12 Auuaduiau

weekday * 0-6 AMUUATUBARTEUAY 0=017108, 1=9UNS3, ... 6=4815

command A lYUsIULAIAAUA

2. A4LIA1 restart server ABY 2 WIWA Vgﬂ%’u

0 2 * * * root reboot

e MySQL Server [port 3306]
1. Hans MySQL Server
[root@Centos6 ~J# yum —y install mysgl mysqgl-server mysqgl-devel
2. \iindonausatine /etc/my.cnf
[client]
port = 3306
socket = /var/lib/mysgl/mysqgl.sock
3. dslivinen
[root@Centos6 ~J# /etc/init.d/mysqgld start
4. #5149 User wag Password @13u root
[root@Centos6 ~]# /usr/bin/mysgladmin —u root password ‘liirpk’ (@%ﬁfﬁﬁhumyﬁmmi)
5. 6%19 Database 3@ radius
[root@Centos6 ~J# mysqgladmin —uroot —pliirpk create radius
6. taya sql 111 database

} ) ) } N\ N\
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[root@Centos6 ~J# mysql —uroot —pliirpk radius < /tmp/radius.sql
7. dedayananitiu sql

[root@Centos6 ~]# mysgldump —u root —p liirpk radius > /tmp/radius.sql
8. 798198514 user I webusr 59aRY webpas a1§UE webdb

mysql> CREATE DATABASE webdb;

mysql> CREATE USER ‘webusr’@’localhost’ IDENTIFIED BY ‘webpas’;

mysqgl> GRANT ALL ON webdb.* TO ‘webusr’@’localhost’;

mysql> FLUSH PRIVILEGES;
9. Wiy Rule 1%AU iptables

iptables —A INPUT —m state --state NEW —m tcp —p tcp --dport 3306 —j ACCEPT
10. nagau remote lUgs MySQL Server

[root@Centos6 ~J# mysqgl —h 202.143.143.30 —u webusr —-p webpas

e VSFTPD UJu FTP Server [port 20, 21]

v
a s

1. Ainnalusunsu
[root@Centos6 ~J# yum -y install vsftpd
2. unlvlwamauiin /etc/vsftpd & 4 Tula
[root@Centos6 ~J# nano /etc/vsftpd/vsftpd.conf
# Unlalsf anonymous denduls
anonymous_enable = YES 11 anonymous_enable = NO
# 197 user Sulvan Sendu as19lid asr9lasaned udly avldianiz home directory auiay
write_enable = YES
# 197 user ﬁf&tﬁﬂéﬁﬁi/f@gf?ﬂi/\/ﬁ Jetc/passwd donduls
local_enable = YES
# 1WA user swlvaminlaisansesgnimunlsiiiuzss
local_umask = 022
# [Gauuues
ftpd _banner = Welcome to Nakorn FTP Service
# nmualf user Wy /etc/vsftpd/user list aomduls uasasluaglu /etc/vsftpd/ftpusers
userlist_deny = NO
# 1 user o¢/lu home directory ST
chroot_local_user = YES
# 19 user lu /etc/vsftp/chroot list aunsawaeulnSanseluginusuls
chroot_list_enable = YES
chroot _list_file = /etc/vsftpd/chroot_list
# 17U log file pag
xferlog_enable = YES
xferlog file = /var/log/xferlog
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xferlog std format = YES
# a519lWa1su log
[root@Centos6 ~]# touch /var/log/xferlog
W4 frpusers Wiusiede user ililaondunis FTP
g user list \iusedefazsauvidolivonlidenduiuagiu userlist deny = YES or NO
vsftpd_conf_migrate.sh Tidansurdmiuieladansesvos user
4 chroot_list Wiusiede user fianansadnelulaganseiauduld
Toudanse3 Avar/ftp/pub w3ewlidm3u anonymous
3. ivun iptables R port 20 way 21
iptables —A INPUT —p tcp --dport 21 —j ACCEPT
iptables —A INPUT —p tcp --dport 20 —j ACCEPT
4. psseudndosdudndulunuiiviall
anonymous_enable=NO
local_enable=YES
write_enable=YES
local_umask=022
dirmessage _enable=YES
xferlog_enable=YES
connect_from_port 20=YES
xferlog_std format=YES
listen=YES
pam_service_name=vsftpd
userlist_enable=YES
tcp_wrappers=YES
5. iuualdaniaudavinauias
chkconfig vsftpd on
6. N15%11 Chroot vsftpd with non-system users
AaRaszuy
[root@Centos6 ~]# yum -y install vsftpd dbd-utils
FunarUiionsruu Ftp Server
vsftpd_virtual_config.sh farnCossunsalladld TLS
vsftpd virtual config withTLS.sh erndesunsdld TLS
fpenshiusmsmsdumesiinsesld vsftpd virtual config withTLS.sh
M33an1sdndu User (Msi3enldl Script Té1ds /bin/sh <file sh>)

vsftpd_virtualuser add.sh Lﬁwﬁ{f Aodl vsftpd virtualuser config.tpl
vsftpd virtualuser update.sh USuugaunlogly

vsftpd virtualuser_remove.sh au Eﬂ%

vsftpd_virtualuser_info.sh wanaTazLBunylY
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156aAn Firewall
iptables —A INPUT —m state --state NEW —-m tcp -p tcp --dport 21 —j ACCEPT
iptables —A INPUT —m state --state NEW —m tcp —-p tcp --dport 64000:65535 —j ACCEPT

® PHPMyAdmin Manager of MySQL

1. amilnan
[root@Centos6 ~J# cd /tmp
[root@Centos6 tmpl# wget pkgs.repoforge.org/phpmyadmin/phpmyadmin-2.11.9.6-1.el5.rf.noarch.rpm
2. Hanslusunsa
[root@Centos6 tmpl# rpm -Uvh phpmyadmin-2.11.9.6-1.el5.rf.noarch.rpm
3. Anaanlnalulsly Home Page
[root@Centos6 /1# cp /usr/share/phpmyadmin  /var/www/html/
4. unlvlua /var/www/htmU/phpmyadmin/config.inc.php
\Wasy Scfgl‘Servers’][Sil[‘auth_type’] = ‘cookie’;
WO Scfgl‘Servers’I[$il[‘auth_type’] = ‘http’;
5. uilvlng /etc/httpd/conf.d/phpmyadmin.conf Wmﬁawﬁammﬁmdwﬁ
<Directory “/var/www/html/phpmyadmin”>
# Order Deny,Allow
Order Allow,Deny
# Deny from all
Allow from all
Allow from 127.0.0.1
</Directory>
# Alias /phpmyadmin /usr/share/phpmyadmin
# Alias /phpMyAdmin /usr/share/phpmyadmin
# Alias /mysgladmin /usr/share/phpmyadmin

Alias /phpmyadmin /var/www/html/phpmyadmin
Alias /phpMyAdmin /var/www/html/phpmyadmin
Alias /mysgladmin /var/www/html/phpmyadmin

) ) } N\ N\
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AE99191U Linux

® useradd -u <uid> -g <group> -d <home dir> -s <shell> -m loginname
Tdin user Wluluszuu Mdsannidfia user uddosimuasiariiuaueslaesds passwd) nsuin user 1
IWluszuuasgniudnlUlulig /etc/passwd Tae 1w #o 1 user Tasfisuuuy fil username:en-
password:uid:gid:comment:homedir:shell)

19U useradd —u 120 —g teacher —d /home/nutty —s /bin/sh —m nutty

-u <uid> fvunsnetay user id Saurazauay gty
-g <group> v group AU user

-d <home dir> Avun directory uanlwnu user

-s <shell> Anua shell AU user

-m vonliinnisada directory thuduanédlai
loginname fede login RNARRYY

® passwd username
Talunsiwasuswan1uves User

® userdel loginname
Tdau user oNAINTEUU (M30azauLnIRonaINtg /etc/passwd Ale) N3 disabled user @mnsavitle
4199 1w i wesesny “” Wluauninanves password tJusu

® @379¢dau CPU
more /proc/cpuinfo #38 cat /proc/cpuinfo %38 less /proc/cpuinfo

} ) ) } N\ N\
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